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Abstract 
Resource depletion is a universal indicator of Distributed Denial of Service (DDoS) attacks. In this paper, we propose a ratio 
based control algorithm for detection and throttling of DDoS attacks. We use the sliding mode control (SMC) control theory to 
formulate and optimize the traffic control conditions for DDoS defense. A cluster-based control model is developed for the 
environment of an open network at reduced computing cost. The control algorithm is shown to be highly flexible and robust 
against different types of attack patterns.  It can be integrated with different low level detection schemes, so that bandwidth 
sharing can be implemented using one common framework. 
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1. Introduction 

Distributed denial-of-service (DDoS), since it severely 
disrupted some public web sites years ago, remains a critical 
threat to Internet security. By sending a massive amount of 
packets to a selected target, the DDoS attack is aimed at 
depleting the computing and communication resources of the 
victim.  The impact of an attack can be classified as 
disruptive or degrading [6]. It is more difficult to detect a 
degrading attack than the disruptive one, because it is more 
difficult to differentiate normal traffic from the hostile traffic 
when the attack level is low. 

Bandwidth depletion can be caused by packet flooding, 
or by redirect amplification of attack packets. DDoS attacks 
can be implemented at different protocol levels. In a flooding 
attack, agents-zombies send large volumes of traffic to the 
victim to consume the victim system’s bandwidth, whereas in 
amplification attack the broadcast router redirects and 
amplifies the attack to the victim.  

Many pattern and statistics anomaly based detection 
techniques have been developed in the literature. The pattern 
based approach cannot defend the attacks unless the patterns 
are known a priori. The statistics based detection approach 
needs to effectively manage false alarms, especially when the 
dynamics of the mixed regular-attack traffic flows are 
affected by the throttling mechanisms.  

In general, normal traffic would be less affected when the 
DDoS traffic can be contained at proximity of their sources 
[5]. A prevention based approach using resource accounting 
was proposed in [18], [19]. Spectral analysis [20], string 
matching [25], and game theoretic sampling [24], etc. have 
also been proposed in the literature. The adaptive threshold 
scheme in [21] measured the mean rate to detect attacks, but 
it is insensitive to the attacks of low density. Cumulative Sum 
(Cusum) [21], [23], [28], [29] is a widely adopted algorithm 
for detection of DDoS traffic. It effectively observes the 
change point of the packet stream to detect DDoS. The hop-
count filtering technique [22] utilizes the time-to-live (TTL) 
value to determine the legitimacy of a packet. This scheme is 
based on the observation that spoofed IP addresses are 
generated randomly, thus hard to create the matched TTL 
value for each of them. 

Knowing that attack traffic and normal traffic can be 
classified into two different types, this idea can be 
generalized to the notion of ratio-based DDoS detection. 
Traffic ratio is a good indicator for detection, e.g., 
MULTOPS [15] albeit it did not consider non-adaptive 
protocol attacks. The Packet Scores-CLP algorithm [26] used 
the Conditional Legitimate Probability (CLP) as a score-
based filtering approach to throttle packets. By computing 
the probabilistic distribution of packet attributes during the 
sampling period, each packet is checked to see if it conforms 

to the profile of normal traffic. An attack is detected when 
changes of the joint distributions of suspicious traffic types 
exceed some CLP thresholds.  

Most detection algorithms are designed for single point 
detection. When the traffic patterns are stable, a static DDoS 
detection technique suffices. Without considering the effects 
of defense mechanisms, the detection scheme may produce 
excessive false alarms.  
 Four primary mechanisms have been developed for 
DDoS defense. Traceback provides the victim with the 
location of the attack source that can be quenched. Throttling 
reduces the suspicious influxes. Filtering identifies and 
prohibits specific types of malicious packets from entering 
the protected zone, and reconfiguration adjusts the network 
topology to quarantine the attacks. For better performance of 
defense, the detection and response subsystems should be 
integrated.  

In this paper we propose an area-wide control scheme for 
ratio based DDoS defense.  It is based on a similar 
observation of the traffic flow imbalance under DDoS attack 
as the PacketScore, but our approach does not require 
probabilistic characterization of the traffic flows.   To make 
the solutions practical and robust, we take a non-parametric 
approach, where the target system is treated as a black box, 
so that only the system inputs and outputs need to be 
considered for design of the control system. Based on the 
Sliding Mode Control (SMC) theory, this scheme can control 
traffic flows at any protocol layers, because the system under 
control is treated as a black box.  Assuming that a change 
point detection technique such as CuSum is employed, we 
focus on how to characterize the network dynamics using 
bandwidth utilization ratio as the control object. The tradeoff 
between responsiveness and stability of a cluster-based 
DDoS defense architecture is analyzed.  

The remainder of the paper is organized as follows: 
Section 2 discusses the traffic model and system architecture. 
Section 3 analyzes the traffic behavior and derives traffic 
balance equations. Section 4 extends the model from a single 
node to a cluster and gives an optimal control law aimed at 
maximizing the total admission ratios. Section 5 gives the 
simulation results to verify the performance of our control 
methodology. Section 6 concludes this paper.   

2. Ratio-based detection and control of DDoS 
traffic 

Detection and control of DDoS traffic are closely related. 
Control rules are designed to stabilize the detection and 
reaction behaviors by packet throttling. An effective 
detection algorithm must take into account of the queuing 
and control dynamics when both DDoS attack and its defense 
function are both engaged. Otherwise, the detection system 
will tend to give excessive false alarms. And the control 
decisions need to be made based on detection outcomes, so 
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that optimal amounts of control adjustment can be delivered 
to the target system timely.  

Ratio based control is not based on direct measurements 
of the physical system, but based on indirect performance 
measurements. In formulation of the control objective, we 
pay attentions to ensure that the optimization process is 
consistent with the physical phenomenon. The bandwidth 
ratio can be a real-time time function, or a constant obtained 
by off-line statistical analysis, and the attribute of the 
measurement unit can be defined with respect to different 
protocol layers, or protocol types as needed. The complexity 
of underlying analysis for multiple flows apparently increases 
with the number of packet types being controlled. In this 
work, we only consider a two-traffic-type control problem, 
which is adequate for defense of DDoS attacks.    

Unlike the CLP-based PacketScore that needs continuous 
update of traffic profile, the ratio-based control is stateless, 
and distribution free. Ideally, defense of DDoS attack should 
engage all network nodes to throttle attack traffic, but this is 
not possible for real world operations. Furthermore, from the 
analytical viewpoint, it is computationally infeasible to 
incorporate the dynamics of a large network into one single 
model in order to solve the stability problem. To balance 
between solution optimality and practicality, we adopt a Self-
stabilizing Cluster System (SSC) [1], i.e. Figure 1 as the 
design basis.  
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Figure 1. The SSC architecture for defense of DDoS 

attacks 

A network can be divided into an arbitrary number of 
SSC‘s. Each cluster is assumed to be independently 
controlled. Obviously, the effectiveness of DDoS defense is 
proportional to the number of participating SSCs. In 
modeling of the control systems, packet traffic is divided into  
inter-cluster (external) and intra-cluster (internal) traffic. A 
cluster is treated as an independent system, where the inter-
cluster traffic is the input/output of the system. The sum of 
external links entering the cluster is treated as one external 

variable, so that it is less sensitive to the fluctuation of 
individual links. Intra-cluster traffic is modeled as system 
state variables to capture the dynamics of intra-cluster links. 
This way, it allows easy coupling of clusters, without 
compromising the accuracy of traffic dynamics. 

  In this paper, we expand from the threshold based SMC 
control scheme [1] to a ratio based control scheme. Our work 
in [1] is a range based control strategy, where traffic rate 
control is based on an absolute threshold [10], [11]. Unlike 
packet filtering [7], [8], [9], this technique does not need 
accurate characterization of the attack traffic, and is 
consistent with QoS mechanisms [12]. The system dynamics 
is tailored by the selection of switching function, and its 
performance is insensitive to parameter and model 
uncertainty [3].  

In this work, we aim at precise control of the bandwidth 
ratio for two selected traffic types, based on the same traffic 
model, but a different analysis and optimization approach. 
The optimization process pays explicit attention to protection 
of other resources in throttling of hot traffic.  

2.1 Full cluster control model 

Our node model for defense of DDoS attacks is 
applicable to sources, targets, or the intermediate network 
nodes.   Traffic under control is divided into two types, and 
each packet type is allowed to consume up to a fixed ratio of 
the total capacity. Our first goal is to minimize the impact of 
DDoS attack within the cluster. As a result, we throttle the 
inbound traffic to maintain the ratio between traffic types to 
the target value. Without loss of generality, we assume that 
the topology in a cluster is a bilateral, fully connected graph 
consisting of n nodes. If the link between node i and j does 
not exist, we can simply set throttle variable ijρ of link ijL  to 

zero in our model.  
Nodes in a cluster that need to have more close 

interactions with another cluster are called edge nodes. Edge 
nodes can be assigned to the cluster as needed. Nodes that 
are isolated from other nodes are called inner nodes.  An 
illustration of node 

jN  and traffic is shown in Figure 2, with 

their notations given in Table 1. Similar to the node model 
given in [1], [2], our node model can be applied to local 
hosts or external nodes.  

Table 1. Notations used throughout the node model  

symbol definition 
Tk
jλ  The total rate of type k traffic entering 

jN  

ijλ  The rate of internal traffic from 
iN   to 

jN  

IN
ijλ  The rate of dispatched traffic in 

iN  to 
jN  

Tk
ijλ  The internal traffic rate of type k from 

iN   to 
jN  

TkC
j

,γ  The external traffic rate of type k entering 
jN  
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TkO
j

,γ  The external traffic rate of type k leaving 
jN  

IN
jγ  

The dispatched traffic rate in 
jN  to the external 

link 

jL  Outbound inter-cluster link leaving
jN  

ijL  One-way intra-cluster link from 
iN to 

jN  

ijµ  The bandwidth of 
ijL  

ijρ  The throttle level to traffic IN
ijλ   

jϕ  The throttle level to traffic IN
jγ  

Tk
ijX  The queue length of type k traffic on link 

ijL  
Tk
jX  The queue length of type k traffic on link 

jL  

)( Tk
ij

Tk
ij XG  Utility function for outbound traffic of type k on 

ijL  

)( Tk
ij

Tk
ij XH

 
Rejected ratio of outbound traffic )(* Tk

ij
Tk
ijij XGµ  

Tk
ijα  The percentile of Tk

jλ  dispatched to 
ijL  

Tk
jα  

The percentile of Tk
jλ  dispatched to the external 

link 
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Figure 2. The General Traffic model in a node 

3. Balance equations in a node 

On the basis of the traffic model, we now discuss the 
relationship between traffic flows based on four aspects: 

packet throttling, intra-cluster routing, queuing dynamics, 
and traffic output. 

3.1 Throttling  

For node 
jN , C

ijλ and C
jγ are inbound traffic from other 

internal and external nodes, respectively, and the total traffic 
entering the node is expressed in ((3.1). Congestion control is 
accomplished through adjusting throttling variables ijρ and 

jϕ . The subscript for each symbol denotes a link from a 

sender to a receiver. 

 ,,( )C C IN C

j ij ij j j j

i

IN C
ij

i

λ ρ λ ϕ γ λ γ= + = ΦΛ = +� �  (3.1) 

where ]1,0[∈ijρ , ]1,0[∈jϕ , ][ ϕρ=Φ ,  and 
TCC ][ γλ=Λ . Both Φ  and Λ are rank-one matrices. If 

jN  

does not have inputs from external links, then 
j

ϕ  is equal to 0. 

Symbols λ and γ  respectively denote the intra-cluster and 

inter-cluster traffic, and ,IN C

ijλ and 
,IN C

j
γ  in (3.1) are packet 

rates after throttling is in effect.  
Packet flows closely affect one another in a cluster, 

especially when the DDoS attack is active. The relationship 
between these packet flows is one of the most important 
indicators for detection of DDoS attack. To represent the 
relationship between these traffic flows, we use Ti

jkλ and Ti

jγ  to 

indicate these types in the link. Their relationship is defined 
in (3.2). 

 
( ) ( )

( ) ( )

Ti

j j
i

Ti

j j
i

t t

t t

λ λ

γ γ

∆

∆

�

�
       (3.2) 

3.2 Packet routing 

In a cluster, packets are routed to different outbound 
paths based on their destination addresses. (3.3) is used to 
represent the routing relationship between different paths. 
Here, Ti

jk
α and Ti

j
α are ratios of the input traffic dispatched to 

other intra-cluster nodes and the external, respectively. 

 

,

,

( ) * ( )

( ) * ( )

( ) 1

IN Ti Ti Ti

jk jk j

IN Ti Ti Ti

j j j

Ti Ti

jk j

k

t t

t t

λ α λ

γ α λ

α α

∆

∆

+ =�

 (3.3) 

When 0
j

α =  it means that a node is not connected to the 

external link. 
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3.3 Queuing dynamics 

The outbound traffic of a link is a function of its queue 
length. When the buffer is empty, the departure rate is equal 
to the arrival rate. When the buffer is not empty, the 
maximum output rate is upper bounded by the link capacity, 
and the change rate of queue length is equal to the difference 
between the output and input rates. 

 
( ) ( ) ( ) * ( )

0 1

Ti Ti Ti Ti

jk jk jk jk jk

Ti

jk

i

X t t G X t

G

λ µ= −

≤ ≤�

�

       (3.4) 

3.4 Output traffic 

When the network traffic is heavy, packets would be 
dropped based on the control laws   (3.5). Let H (⋅) denote 
the drop rate of the outbound traffic,  (3.6) represents the 
dropped traffic and (3.7) the actual sending rate of the output 
link to internal nodes.  
 , ,( ( )) * ( ) ( ) ( )Ti R Ti C Ti

jk jk jk jk

Ti

jk
G X t t t tµ λ λ= +  (3.5) 

 , ( ) ( ( )) * ( ( )) * ( )R Ti Ti Ti Ti

jk jk jk jk jk

Ti

jk
t H X t G X t tλ µ=  (3.6) 

 

. ( ) (1 ( ( ))) * ( ( )) * ( )

ˆ ( ( )) * ( )

C Ti Ti Ti

jk jk jk jk

jk

Ti Ti

jk jk

Ti Ti

jk jk

t H X t G X t t

G X t t

λ µ

µ

= −

∆
 (3.7) 

 (3.8) denotes the actual output rate of the external link. 

 

. ( ) (1 ( ( ))) * ( ( )) * ( )

ˆ ( ( )) * ( )

O Ti Ti Ti

j j j j

j

Ti Ti

j j

Ti Ti

j j

t H X t G X t t

G X t t

γ µ

µ

= −

∆
 (3.8) 

Substitute (3.1) into (3.4), we get queue length change on the 
intra-cluster link in (3.9). 

 
, ,

( ) ( ) ( )

*[( ) ]

Ti Ti

jk jk jk

Ti Ti C Ti Ti C Ti

jk ij ij j j

i

Ti

jk
X t t G Xµ

α ρ λ ϕ γ

= −

+ +�

�

 (3.9) 

Similarly, the queue length change on the inter-cluster link 
can be expressed as below. 

  
, ,

( ) ( ) ( )

*[( ) ]

Ti Ti

j j j

Ti Ti C Ti Ti C Ti

j ij ij j j

i

Ti

j
X t t G Xµ

α ρ λ ϕ γ

= −

+ +�

�

 (3.10) 

4. Simplified cluster traffic model  

The complete cluster control model is a reference to 
characterize the cluster dynamics comprehensively. To 
reduce the computing cost, we propose a simplified model in 
Figure 3 for cluster analysis. We will use a 3-node cluster to 
make an in-depth study, and the result can be easily modified 
for different cluster sizes. We assume that no throttling 
between intra-cluster nodes, i.e. 1Tk

ijρ = k N∀ ∈ . For a three-

node cluster, every node is considered intra-clustered, thus 

they do not block one another, but handle external DDoS 
attack together.  
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Figure 3. A reduced traffic model for a cluster 

Let 1T  and 2T  denote the two types of packet types being 
controlled on each link, to control their admission ratio, the 
control object is defined as )(

3

1
2,3

1
1, tp

i

TO
ii

TO
i =�� ==

γγ , 

where ( )p t is a function that can be represented by spline, 
wavelet analysis, or other statistical techniques. For 
simplicity, we assume that ( )p t  is known.  For any node in a 
cluster, the number of equations is equal to the number of 
outbound links multiplied by the number of traffic types. For 
a 3-node cluster, we get six equations for each node. Due to 
the symmetric topology of the cluster, we just need to 
analyze one node. Balance equations of other nodes can be 
derived in a similar manner. For node 1, the equilibrium 
equations are: 

 

)ĜĜ(Gx
)ĜĜ(Gx

)ĜĜ(Gx
)ĜĜ(Gx

)ĜĜ(Gx
)ĜĜ(Gx

TTT,CTTTT

TTT,CTTTT

TTT,CTTT

TTT,CTTT

TTT,CTTT

TTT,CTTT

2
3131

2
2121

2
1

2
1

2
1

2
11

2
1

1
3131

1
2121

1
1

1
1

1
1

1
11

1
1

2
3131

2
2121

2
1

2
13

2
1313

2
13

1
3131

1
2121

1
1

1
13

1
1313

1
13

2
3131

2
2121

2
1

2
12

2
1212

2
12

1
3131

1
2121

1
1

1
12

1
1212

1
12

µµγαϕµ
µµγαϕµ

µµγαµ
µµγαµ

µµγαµ
µµγαµ

+++−=
+++−=

+++−=
+++−=

+++−=
+++−=

�

�

�

�

�

�

 (4.1) 

These flow balance equations are similar to those derived 
in [1], [2] except that throttle variables are moved from input 
flows to the front of the queue to reduce the effect of packet 
dispatch. Next, we discuss the new control law to control the 
ratio between two traffic types.  

4.1 The ratio control problem 

To reduce the impact of short-term traffic fluctuation, we 
take the moving average of most recent packets as measured 
variables of the control and detection system. Knowing that 
one cannot predict the stochastic behavior of flows, 
asymptotical control of the ratio is more effective than 
instantaneous control. Otherwise, any control rule is subject 
to spontaneous crash due to random inputs. The SMC system 
consists of linear and switched laws. The linear control law is 
derived from the equivalent control, which controls the input 
after it is filtered by a low pass filter. It is based on a 
continuous control model once the state reaches the 
switching manifold )(ts =0, where )(ts denotes the switching 
function, one of the important components in SMC. The 
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construction of the switching function is based on the 
expected output and the relative degree of the system 
dynamics.  Recall that our control objective is to keep the 
ratio of two traffic types to a specified value. (4.2) depicts 
that our goal y is to control the traffic rate of two types to a 
ratio p . i.e. y is minimized when the ratio of two packet 
flow types is equal to the specified ratio: 

 

�� ==
−=

=

=

3

1
2,3

1
1,

22,

11,

i)linkintype2ofrate(outputˆ
i)linkintype1ofrate(outputˆ

i
TO

ii
TO

i

T
ii

TO
i

T
ii

TO
i

py

G

G

γγ

µγ

µγ
 (4.2) 

where p is the ratio of two traffic types. 

 In addition, the relative degree of a system is r when the 
input variable appears after the output function y is 
differentiated r times [13], [14]. Then we can construct the 
switching function of an r-degree system using the following 

equation 12

0
−−

=
+=� rr

i
i

i yycs  [1]. In our model, the 

relative degree is one, because by (4.3) it shows that the 
control variable Tj

iϕ appears after output variable Tj,O
iγ is 

differentiated one time, where }3,2,1{∈i  and {1,2}j ∈ .  

 

))ĜĜ(G(
x
Ĝ

x
x
Ĝ

)Ĝ(

Tj
mimi

Tj
kiki

Tj,C
i

Tj
i

Tj
i

Tj
iiTj

i

Tj
i

i

Tj
iTj

i

Tj
i

i
Tj
ii

Tj,O
i

µµγαϕµµ

µµγ

+++−
∂
∂

=
∂
∂=′= ��

 (4.3) 

Therefore the switching function used in our cluster model is 
expressed in (4.4). 

 �� ==
−== 3

1
2,3

1
1,

i

TO
ii

TO
i pys γγ  (4.4) 

Furthermore, we derive the equivalent control law by taking 
the first derivative of )(ts  to be zero. In doing so, we plug 

(4.4) along with (4.1) into )(ts� and then obtain (4.5). 

  

DC

pp

ts

T

i i
TO

i
TO

ii
TO

i

+Φ=

−−= � �� = ==
)(

)(
3

1

3

1
2,2,3

1
1, γγγ ���

�

 (4.5) 

TCCCCCCC ],,,,,[ 654321= TTTTTTT ],,,,,[ 2
3

2
2

2
1

1
3

1
2

1
1 ϕϕϕϕϕϕ=Φ , 

where Φ  is a control vector that contains all admission 
variables. The elements of vector C and D are respectively 
expressed in (4.6) and (4.7)  

 

)ĜĜ(
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C
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T
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T
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∂−=

++
∂
∂−=

++
∂
∂−=

++
∂
∂=

++
∂
∂=

++
∂
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 (4.6) 

and  
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1
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−−
∂
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∂
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�  (4.7) 
 
 

4.2 Optimization of equivalent control law 

When 0)( =ts� , the equivalent control vector 

]ˆ,ˆ,ˆ,ˆ,ˆ,ˆ[ˆ 2
3

2
2

2
1

1
3

1
2

1
1

TTTTTT
eq ϕϕϕϕϕϕ=Φ can be obtained as the 

optimized solution of the continuous component by solving 
 (4.8). As a heuristic choice, our objective is to maximize 
the admission variables (1: all packets accepted, 0: no 
packets accepted), which is subject to two constraints. Firstly, 

0)( =ts�  is a necessary condition to derive the equivalent 
control law. Secondly, the values of admission variables must 
fall within the range 0 to 1. This can be modeled as a linear 
optimization problem where the objective function is a linear 
combination of all input variables. In summary, we formalize 
this problem to (4.8). 

 

�
�
�

∈Φ
=+Φ

Φ� =

]1,0[][

0
 Subject to

][ Maximize
6

1

i

DC

m
T

m
, }6,...,2,1{∈i , (4.8) 

(4.8) can be solved by using linear programming solvers, 
such as Matlab optimization toolbox [16] or lp solver [17]. 
To guarantee the value of the final controlled throttle 
variable within 0 and 1, we will adaptively adjust parameters 
of the switched component for maintaining the control law 
within a sensible range, as it will be explained shortly.  

For the control object to reach its equilibrium, i.e., the 
expected bandwidth ratio between the two traffic types, one 
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must drive the control dynamics from any initial state to the 
sliding mode, and make it stay on the switching surface 
s(t)=0. The �-reachability condition ststs η−≤)()( �  

guarantees that 0)( =ts as ∞→t  [3][4]. To satisfy this 
condition and to reduce system uncertainties, the control law 
(4.9) combines Tm

iϕ̂  with discontinuous component 

)ssgn(k Tm
i , where }2,1{∈m  and }6,..,2,1{∈i , when 

applying the trajectory of )(ts  onto the sliding surface.  
Next, we discuss the control law of SSC for stabilizing 

the ratio of two traffic types. Construction of the control law 
is based on the theory in [3] [27], for }3,2,1{∈i , 

 
�
�
�

+=
−=

)ssgn(kˆ
)ssgn(kˆ

T
i

T
i

T
i

T
i

T
i

T
i

222

111

ϕϕ
ϕϕ  (4.9) 

where 1T
ik and 2T

ik are design parameters and sgn(⋅) is the 

signum function defined as ||)sgn(* sss = . Note that the 
sign of  the switched component of the control law in two 
traffic types is opposite for driving the traffic ratio to the 
target value rapidly. By substituting control law (4.2) into 
(4.9), we can prove that the trajectory of s  will converge to 
the switching manifold 0)( =ts . The control law satisfies the 

�–reachability condition because )()( tsts �  

= sskpk
i

T
ii

T
i η−≤+− �� ==

)(
6

1
26

1
1 , where �>0. This is a 

stronger condition than the right hand side to be zero because 
it guarantees that the output trajectory will reaches the 
switching surface within a finite time, not infinite. 

5. Design and Simulation 

5.1 Design of adaptive parameters 1T
iK and  2T

iK  

We need to design 1T
ik and 2T

ik in (4.9) such that the 

admission level of a traffic type falls within the range of [0, 
1]. Two cases, 0)sgn( >s and 0)sgn( <s , need to be 

carefully considered. We first analyze 1T
ik , and then 2T

ik  

based on its complementary property with respect to 1T
ik . 

Case 1: 0)sgn( >s , i.e. 111 ˆ T
i

T
i

T
i k−= ϕϕ  

�
�
�

>
−≥≥�≤≤

0:2condition 
1ˆˆ10 :1condition 

1

1111

T
i

T
i

T
i

T
i

T
i

k
k ϕϕϕ  

In order to satisfy both conditions, 1T
ik  must be within the 

range of 0 and 1ˆ T
iϕ  i.e. ]ˆ,0( 11 T

i
T
ik ϕ∈ , so that 10 1 ≤≤ T

iϕ . 

As a heuristic choice, we expect the switched component 
adaptive and proportional to the equivalent control 1ˆ T

iϕ . i.e., 
1T

ik = 1ˆ* T
ik ϕ , where ]1,0(∈k .is called the range parameter 

that defines the dynamic range of the control actions.  

Case 2: 0)sgn( <s , i.e. 111 ˆ T
i

T
i

T
i k+= ϕϕ  

�
�
�

>
−≤≤−�≤≤

0:2condition 
ˆ1ˆ10 :1condition 

1

1111

T
i

T
i

T
i

T
i

T
i

k
k ϕϕϕ  

Again, these two conditions dictate the range of 1T
ik  so that 

]ˆ1,0( 11 T
i

T
ik ϕ−∈ . Let 1T

ik be the ratio of 1ˆ1 T
iϕ− , 

then )ˆ1(* 11 T
i

T
i kk ϕ−= , where ]1,0(∈k . In summary, (5.1) 

represents our design for adaptive selection of the parameters. 
 

 
��

�
�
�

=−=�<

−==�>
2211

2211

ˆ*),ˆ1(*0)sgn(

)ˆ1(*,ˆ*0)sgn(
T
i

T
i

T
i

T
i

T
i

T
i

T
i

T
i

kkkks

kkkks

ϕϕ
ϕϕ

  (5.1) 

where ]1,0(∈k and }3,2,1{∈i . 

5.2 Experiment evaluation 

We evaluated the performance of our scheme using 
simulation. In the first experiment, we regard the whole 
cluster as the control object, without considering states of 
individual links. The target ratio of two traffic types in a 3-
node cluster is set to be 0.5 for the whole cluster, without 
considering individual links. That is, the bandwidth 
utilization of type 1 traffic should be half of that of type 2 
traffic at the three output links of the cluster. In the 
simulation, packets have the same size, and the bandwidth of 
each link is equal to 105 packets/sec. External traffic sources 
are randomly generated using six independent random 
number generators. The ingressive packet rate is bounded 
between [0.7-1.3]*104 for node 1, [0-1]*104 for node 2, and 
[0.5-2] *104 for node 3. Packets have random paths, but a 
packet must leave the cluster after it visited all nodes. Packet 
throttling is based on (4.9), where 21  and T

i
T
i ˆˆ ϕϕ are derived by 

using (4.8), and 1 2 and T T
i ik k  are calculated using (5.1). The 

range parameter k is set to be 0.6 in the whole study.  By 
plugging the value of above parameters into (4.9), we obtain 
the computed admission rate 21  and T

i
T
i ϕϕ used for the current 

controlling decisions. The simulation results are given in 
Figure 4 and Figure 5, respectively, where in Figure 4   the 
ratio of the total output rates between type-1 and type-2 
traffic is about 50%, with some instantaneous fluctuation. 
However, considering the cumulative ratios between the two 
types of traffic, the control performance appears to be right 
on target, i.e., 50%, except for the short initial period, see 
Figure 5.  
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 Figure 4. Input and output traffic traces in each node  

 
Figure 5. The cumulative ratio of traffic types in the 

cluster  

 

5.3 Control of single link 

In the second experiment, we treated each link as an 
independent control system, using slightly modified control 
rules. For the external (outbound) link of node i, 

2,1, TO
ii

TO
ii ps γγ −= is the switching function for the link to 

maintain the traffic ratio, and then we use (4.9) for obtaining 
the control law. The switching function S in (4.9) is replaced 
by

iS , which means the control goal is determined by the 

independent link. Similarly, we also use 
iS  instead of S  in 

(5.1) to acquire 1 2 and T T
i ik k . For obtaining the optimized 

admission rate eqΦ̂ , we rewrite (4.5)-(4.7) as (5.2) for each 

link.  

 

)G(
x
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p)G(
x
Ĝ

F
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]CC[E
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iiT
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ii
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1

1

21
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µµµµ

ϕϕ
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∂
∂−−

∂
∂=

=
=

+Φ=
+

�

 (5.2) 

where C is defined in (4.6), 21and T

i

T

i
ˆˆ ϕϕ are defined in (4.8) 

and }.,,{i 321∈ Hence, eqΦ̂ can be computed by plugging 

parameters of (5.2) into (4.8) to obtain its optimal value. 
After receiving eqΦ̂ , 1T

ik and 2T
ik , we can substitute them 

into the modified (4.9) and then secure admission variables 
21and T

i

T

i
ϕϕ  

The first row of Figure 6 shows the instantaneous 
measurement of traffic ratios on the three links. The second 
row of Figure 7 shows that when taking cumulative average 
of the traffic ratio, it asymptotically converges to the target 
value 0.5.  

 
Figure 6. Traffic ratio control to inter-cluster links  

We note that a larger value of range parameter k lowers 
the chance of saturating the controller, but it comes at a price 
of high level of oscillation. Figure 7 shows the time trace of 
the admission levels, in terms of the percentile of inbound 
packets, based on the second experiment. Given the cluster 
traffic inputs, the control system, the controller adjusts the 
throttling/admission levels dynamically.  
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Figure 7. Admission levels on each link for each type 

when k = 0.6 and target traffic ratio is 0.5 

5.4 Pushback using admission indicator   

Admission level is designed for direct traffic throttling in 
the two experiments mentioned above. It was found that the 
admission level is also an effective indicator for detection of 
traffic ratio changes. We can use them to notify upstream 
packet sources to throttle their outbound traffic, based on the 
pushback concept mechanism [30] [31].  The source uses a 
multiple-increase-multiple-decrease (MIMD) rule to adjust 
its packet flow increase or decrease ratio based on the 
feedback signals. That is, given the current traffic level µ at 
each adjustment, the traffic flow increases to (1+c)µ or 
decreases to (1-c)µ, where c is a constant. Figure 8 and 
Figure 9 describe the algorithm corresponding to the cluster 
and source respectively.  Here, adm_type1_linkq denotes the 
expected admission level of traffic type 1 in outbound link q, 
and score(.) is a user-designed routine using admission levels 
of same type as arguments for computing and performing 
binary traffic pushback. In our simulation, we set r1=1.1 and 
r2=0.8, where type-1 traffic is adjusted in sources according 
to the signal from the cluster, and type-2 traffic is assumed to 
be a reliable one that need not be adjusted.  Figure 10 shows 
the time traces of the traffic sources after the control is 
applied, where the controlled traffic has the large yet 
relatively slow swinging shapes. The cluster admission levels 
under this control scheme are plotted in Figure 11, and the 
ratio between the two types of traffic is plotted in Figure 12. 
Comparing to plots in Figure 5 and Figure 12, the new results 
have slightly degraded yet excellent asymptotic stability. The 
ratio between type1 and type2 traffic still converges to the 
target value 0.5. 

 gnal)   send(si
0l     signa

else   
1l     signa

then   
{1,2,3}q re       whe

 q)type2_linkscore(adm_kq)_type1_lin score(admif   
time  samplingeach for 

gocluster_al

=

=

∈
>=

 

Figure 8. Control algorithm used in the cluster  

[0,1)r2  wherer2,*)rate(type1)rate(type1     
else   

1r1  wherer1,*)rate(type1)rate(type1     
then   

(signal) if   
gnal)receive(si   

period fixedevery  for 
                   osource_alg

∈=

>=

 

Figure 9. MIMD algorithm used at the source 

 
Figure 10. Source control using pushback  

 
Figure 11. Cluster admission levels for type-1 and -2 

traffic 
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Figure 12. The ratios of two traffic types on each link, 
and for the whole cluster, when the target value is 0.5 

6. Conclusion 

In this paper, we proposed a ratio based model using 
SMC for detection and control of DDoS attack.  To solve this 
multiple input, single output system, we applied both control 
theory and linear optimization techniques to derive the ratio 
control laws.  Knowing that the   admission level is a relative 
measurement, the switched component of the control law is 
made adaptive according to the current throttling ratio. We 
derived the feasibility criteria for design of the adaptive 
switched law, and guaranteed the range of control variables 
to satisfy their constraints.   

Our design is simple, and can be applied to different 
levels of control. The cluster level control has excellent 
asymptotic stability in converging to the target ratio value. It 
was modified for independent link level control to achieve 
similar performance. When the admission level of the cluster 
is used as a DDoS detection indicator for sources, we also 
achieve similar performance with some expected slight 
degradation in stability. It is well known that delay is a major 
concern for any feedback control systems [32], [33], [34]. 
We tested but did not report the effect of delays due to space 
limit. It was found that the control performance remains 
highly stable when the delay is as high as one second or more, 
more than enough to address the cross US continent delays in 
most cases.  
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